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Managing Risks
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Managing Risks

Adversarial

©
=
@
]
1 99
o
>
©
<
c
o
Z

Threats and
Vulnerabilities

Sl LY

=2

R

(Granular)

Unauthorized Access
Ransomware
Malware

Privilege escalation
Man-in-the-middle
DDoS

Phishing

Accidental User Access
Fire
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configuration

Unintended display
or release
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Conducting a Risk Assessment of a CMMC Program <©SP6
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Start the
Assessment

1. Document the Purpose:
 Initial, comparative, other
* To inform a major decision
2. Identify the Scope
* Enterprise/Business Level
« System or Control level
3. Document Assumptions

& Constraints

e About the threats and
vulnerabilities

* About resources

4. Identify sources of
threats, vulnerability
and impact
» See previous slide

5. ldentify the risk model
and analytic approach

Perform the Assessment
CMMC/NIST 800-171

Assessment
Activity Cadence

GROUP1

Access Control

Audit and
Accountability

Identification and
Authentication

GROUP 4 " GROUP2

Security Assessment .
Personnel Security

System and

Communication Protection Physical Protection

Awareness Training

Incident Response
Risk Assessment

GROUP 3

Configuration
Management

Maintenance

Media Protection

System and
Information

Integrity

Using NIST 800-171A, assess each control at the assessment
objective level and use the DoDAM Weighted criteria of 5, 3, 1

Report the
Results

1. Valid Dates for the Risk
Assessment

2. Summary of the Purpose
and Scope

3. State whether this is an
initial or subsequent RA

4. Describe the Overall Risk
List the Identified Risks

6. Summarize the Purpose of
RA and the assumptions
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Monitor the risk factors by
conducting ongoing monitoring
of operations, assets,
individuals, suppliers, or the
DoD. Update as needed

ConMon
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Conducting a Risk Assessment of a CMMC Program <©SP6

Perform the Assessment

CMMC/NIST 800-171
p— Securit Impact Aggregate Risk
rity =urtty Assessment Objective Likelihood | Confidentiality | Integrity Availability (in Alignment Risk Rating | Treatment
Family Requirement : ]
with DoDAM) Option
Control the
flow of CUI in
éccfssl 3.1.3 accordance Determine if:
ontro with approved
authorizations.
Access Information flow control
Control 3.1.3(a) policies are defined. 0-Met
Methods and enforcement
Access 3.1.3(b) mechanisms for controlling 0-Met
Control the flow of CUI are
defined.
Designated sources
and destinations
(e.g., networks, individuals,
Access 3.1.3(c) and devices) for CUI within 0-Met 1 3 1 Low Accept
Control
systems and between
interconnected systems
are identified.
Access 3.1.3(d) AUIIEZ L el 0-Met
Control controlling the flow of
ontro CUI are defined.
Approved authorizations
Access 3.1.3(e) for controlling the flow of 0-Met
Control

CUI are enforced.
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Conducting a Risk Assessment of a CMMC Program <©SP6

Perform the Assessment Q Cyber Risk Basics }

Risk Model — NIST 800-171A and NIST 800-30 CMMC/NIST 800-171

p— Securit Impact Aggregate Risk
rity =urtty Assessment Objective Likelihood | Confidentiality | Integrity Availability (in Alignment Risk Rating | Treatment
Family Requirement with DoDAM) Option
Control the
flow of CUI in
éccfssl 3.1.3 accordance Determine if:
ontro with approved
authorizations.
Access Information flow control
Control 3.1.3(a) policies are defined. 0-Met
Methods and enforcement i
Access 3.1.3(b) mechanisms for controlling =~ 0-Met Control Famlly’ .Cor.1trol,
Control the flow of CUl are and Control Objectives
defined.
Designated sources
and destinations
(e.g., networks, individuals,
Access 3.1.3(c) and devices) for CUI within 0-Met 1 3 1 Low Accept
Control
systems and between
interconnected systems
are identified.
Authorizations for
écc?ssl ST controlling the flow of et
ontro CUI are defined.
Approved authorizations
Access 2.4.2(0) fcr.zicntrc!!ir:g the flow of 0-Met
Control CUI are enforced.
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Conducting a Risk Assessment of a CMMC Program <©SP6

Perform the Assessment Q Cyber Risk Basics }

Risk Model — NIST 800-171A and NIST 800-30 CMMC/NIST 800-171
p— Securit Impact Aggregate Risk
rity =urtty Assessment Objective Likelihood | Confidentiality | Integrity Availability (in Alignment Risk Rating | Treatment
Family Requirement : ]
with DoDAM) Option
Control the
flow of CUI in
éccfssl 3.1.3 accordance Determine if:
ontro with approved
authorizations. . ; .
) Risk = Likelihood x Impact
Access 3.1.3(a) Information flow control 0-Met
Control o policies are defined.
Methods and enforcement
Access 3.1.3(b) mechanisms for controlling 0-Met
Control the flow of CUI are
defined.
Designated sources
and destinations
(e.g., networks, individuals,
Access 3.1.3(c) and devices) for CUI within 0-Met 1 3 1 Low Accept
Control
systems and between
interconnected systems
are identified.
Authorizations for
écc?ssl ST controlling the flow of et
ontro CUI are defined.
Approved authorizations
Access 3.1.3(e) for controlling the flow of 0-Met
Control

CUI are enforced.
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Conducting a Risk Assessment of a CMMC Program <©SP6

Perform the Assessment Q Cyber Risk Basics }

CMMC/NIST 800-171

Risk Model — NIST 800-171A and NIST 800-30

p— Securit Impact Aggregate Risk
Fami y =urtty Assessment Objective Likelihood | Confidentiality | Integrity Availability (in Alignment Risk Rating | Treatment
amily Requirement : ]
with DoDAM) Option
Control the
Access flow of CUl in . . .
Control 3.1.3 accordance Determine if: Risk = Likelihood x Impact
with approved Likelihood this will become
authorizations. ) . .
A tormation f o a compliance risk? Or will
ccess nformation flow contro .
Control 3.1.3() policies are defined. 0-Met a threat be realized?
Methods and enforcement . . .
Access 3.1.3(b) mechanisms for controlling ~ 0-Met Confldentlallty of CUl is
Control the flow of CUI are at least Moderate per
defined.
, the DoD / USG
Designated sources
and destinations —
(e.g., networks, individuals,
Access 3.1.3(c) and devices) for CUI within 0-Met 1 3 1 Low Accept
Control
systems and between
interconnected systems
are identified.
écc?ssl ST é:é?r?)rliliz:g;i?:esézzv of et Based on the DoD
ontro CUl are defined.
- Assessment Methodology
Approved authorizations
Access . 0-Met
3.1.3(e) for controlling the flow of
Control

CUI are enforced.
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Risk Assessment
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ﬁ Cyber Risk Basics for IT Professionals }

Very High

High

Moderate

Low

Very Low

96-100

80-95

21-79

5-20

0-4

10

The vulnerability is exposed and exploitable, and its exploitation could result in severe impacts.
Relevant security control or other remediation is not implemented and not planned, or no security
measure can be identified to remediate the vulnerability.

The vulnerability is of high concern, based on the exposure of the vulnerability and ease of
exploitation and/or on the severity of impacts that could result from its exploitation.

Relevant security control or other remediation is planned but not fully implemented; control(s) are
partially implemented and at least minimally effective

The vulnerability is of moderate concern, based on the exposure of the vulnerability and ease of
exploitation and/or on the severity of impacts that could result from its exploitation.

Relevant security control or other remediation is partially implemented and somewhat effective.

The vulnerability is of minor concern, but effectiveness of remediation could be improved.

Relevant security control or other remediation is fully implemented and somewhat effective.

The vulnerability is not of concern.

Relevant security control or other remediation is fully implemented, assessed, and effective



Manage Your Risks — Daily
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GﬁaCyber Risk Basics
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Policies and Plans and Tools and
Procedures Programs Technology
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